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IIPABUJIA
padoThI ¢ 00e3INYeHHBIMH NMEePCOHAIbHBIMU IAHHBIMHU
B 3akoHoaareabHoi Jlyme Tomckoi obacTu

1. OO0mme noJioKeHUs

1.1. Hacrtosmmue IlpaBuna paboTel ¢ 00€3MMYCHHBIMH NEPCOHAIBHBIMU  JAHHBIMU
B 3akoHomarensHOM Jlyme ToMckoit obmacTu pa3paboTaHbl B COOTBETCTBUU ¢ DeepanbHbIM 3aKOHOM
oT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX TaHHBIX», [locTanoBnenueM IIpaButenscTBa Poccuiickoit
@eneparn ot 21.03.2012 Ne 211 «O06 yTBepKIeHUH MEPEUYHs] MEp, HANPABJICHHBIX Ha o0ecreYeHne
BBINIOJTHEHUS 00s3aHHOCTEH, TpeaycMOoTpeHHbIX DenepanbHbiM 3aKOHOM «O MepCoHaNbHBIX JaHHBIX)
U TPUHATBIMH B COOTBETCTBUM C HUM HOPMAaTHBHBIMU TIPABOBBIMH aKTaMH, OIEpaTopamu,
SIBJIAIOIIMMUCS TOCYJAPCTBEHHBIMH W1 MYHUIIMIIAJIbHBIMUA OpraHaMu» U « TpeOoBaHUSIMU U METOJaMU
M0 O0E3JIMYMBAHUIO TEPCOHAIBHBIX JIAHHBIX, O00pabaThIBAGMBIX B HH(POPMAIIMOHHBIX CHCTEMax
MEePCOHANBHBIX JAHHBIX, B TOM 4YHCII€ CO3JaHHBIX W (DYHKIMOHHPYIOIIMX B paMKax pealu3aiuu
denepanbHBIX IENIEBBIX MPOTPAMMY, YTBEPKICHHBIMH MPpUKa3oM DenepabHON CITyKObI 110 Ha30pY B
cdepe cBs3U, UHYOPMALIMOHHBIX TEXHOJIOTUN U MacCOBBIX KoMMyHUKanuii oT 05.09.2013 1. Ne 966.

1.2. Hacrosmue [IpaBwia ycTaHaBIMBAIOT MOPSAIOK PaOOTHI ¢ 00E3TMYCHHBIMU JaHHBIMH, a
TaKkke C JOKYMEHTaMH U MAIIMHHBIMH HOCUTEJISIMH, COAEPXKAIIUMHU OO0e3NWYCHHbIE NEepCOHAbHBIE
JTAaHHBIE.

2. TepMuHBI U onIpe/iesIeHUs

[lepconanbHpie naHHble — Ino0as WHGOpPMAIUS, OTHOCAIIASACS K MPSIMO MM KOCBEHHO
OIIpEICIIEHHOMY WJIH OTIpeNeIieMOMY (PU3UIECKOMY JIUIY (CYOBEKTY MEPCOHATBHBIX JAHHBIX ).

O0paboTka nepcoHANBHBIX TAHHBIX - TH000€ IeHcTBUE (Onepalys) Uik COBOKYITHOCTb JEHCTBHIA
(omepanuii), COBEpIIAEMBIX C UCTIOJIb30BAaHUEM CPE/ICTB aBTOMATU3AIIMU WK 0€3 NCIIOJIb30BaHUs TAKUX
CPEACTB C NEpPCOHANbHBIMM JaHHBIMHU, BKJOYas cOOp, 3aluch, CUCTEMAaTH3alMi0, HaKOIUICHUE,
XpaHeHue, yTouyHeHue (OOHOBJIEHHME, W3MEHEHHE), U3BJIEUYEHUE, HCIOJIb30BaHUE, Iepenayy
(pactipocTpaHeHue, IperoCTaBIE€HUE, JOCTYN), O0Oe3IMuuMBaHue, OJIOKMpOBaHHE, YyJAJEHUE,
YHUUTOKEHHE EPCOHANIbHBIX JaHHbIX.

O0e3nMunBaHuE NEPCOHATBHBIX JAHHBIX - JEHCTBHUS, B PE3yJbTaTe KOTOPHIX CTAHOBUTCA
HEBO3MOXXHBIM 0€3 HCIOJIb30BaHUS JOIMOJHUTEIbHON WHGOpPMALUU ONpPeNeUTh NPUHAAIEKHOCTh
MIEPCOHANIBHBIX JAHHBIX KOHKPETHOMY CYyOBEKTY MEPCOHATbHBIX TAHHBIX.

3. YcaoBus 00e3MYUBAHUS

3.1.006e3nmunBaHNe TMEPCOHANBHBIX JAHHBIX MOXKET OBITh MPOU3BEACHO C IIENBbI0 BEACHUS
CTaTUCTHYCCKHUX NAaHHBIX, CHUXKCHUA ymep6a OT pasrjjaliCHusd 3alluIIacMbIX IICPCOHAIBHBIX JAHHBIX,
CHIDKEHHUS Kacca MHGOPMAIMOHHBIX CUCTEM MEPCOHANBHBIX JAaHHBIX B JlyMe U MO TOCTHXKEHUIO T1enei
00paboOTKM WJIM B CiIy4ae yTpaTbl HEOOXOJUMOCTH B JOCTKEHHUM OSTUX IIEJIeH, €CTU WHOE He
MPeyCMOTPEeHO (eAepaTbHbIM 3aKOHOIaTETHCTBOM.

3.2.00e31MYMBaHUE TIEPCOHAIBHBIX JAHHBIX JIOJDKHO OOeCIeYMBaTh HE TOJBKO 3alIUTy OT
HECaHKIIMOHHPOBAHHOTO UCTIOIB30BaHUS, HO M BO3MOKHOCTh UX 00paboTkH. J{71s 3T0T0 00€31MueHHbIe
JaHHBIC JOJIXKHBI O6J'Ial]aTB CBOﬁCTBaMH, COXPAaHAIOIIMMHU OCHOBHBIC XapPAKTCPUCTUKHU 00€e3IMYnBaeMbIX
MEePCOHANBHBIX JTaHHBIX.

3.3. 111 00e3IMYCHHBIX JaHHBIX M TPUMEHSEMBIX METOJIOB O00€3JIMYMBAHHUS 00s3aTeIBHO
BBHITIOJTHEHHUE CIEAYIONINX TpeOOBaHUI:

3.3.1. TpeboBaHus K CBOHCTBaM 00€3TMUEHHBIX JAHHBIX, TOJIy4aeMbIX ITPA IPUMEHEHUN

METOJIa 00E3TUYUBAHHUS:



— COXpaHEHHUE IOJHOTHI (COXpaHeHHe Bcell MH(pOpMaIMi 0 KOHKPETHBIX CyOBEKTax WU
rpynmax cyobeKTOB, KOTOpasi HUMENach 10 00E3IMUMBaHMS);

— COXpaHEHUE CTPYKTYPUPOBAHHOCTH O0O0€3JIMYMBACMBIX IE€PCOHAIBHBIX  JTAHHBIX
(coxpaHeHue CTPYKTYpPHBIX CBS3€ MEXIy OOE3TMUYCHHBIMH TAaHHBIMH KOHKPETHOTO
CyObeKTa WM TPYyNNbl CYObEKTOB, COOTBETCTBYIOLIUX CBS35SM, HMEIOLIUMCS [0
00e3TMYNBaHNA);

— COXpaHEHHE CEMaHTHUYECKOW IeIOCTHOCTH 00e3TMYMBAEMbIX MEPCOHAIBHBIX JaHHBIX
(coxpaHeHue CeMaHTUKH MEPCOHATbHBIX TAHHBIX MPU UX 00€3IMYNBAHNIH);

— AHOHUMHOCTH (HEBO3MOXKHOCTb OJHO3HAYHOH HICHTU(UKAIUK CyOBEKTOB JIaHHBIX,
NOJYYCHHBIX B pe3yiabTare o00e3TMuuBaHus, O€3 MPUMEHEHHs JOTOJIHUTEIbHON
uHpopmanun).

3.3.2. TpeboBaHus K CBOHCTBaM, KOTOPBIMH JO0JDKEH 00J1a/1aTh METOJT 00C3TMYNBAHUS:

— o0patumocTh (BO3MOXKHOCTh IpeoOpa3oBaHMs, OOpPaTHOrO OOE3IMYMBAHUIO
(reo0Oe3nmuynBaHue), KOTOPOE TIO3BOJUT TPUBECTH OOE3IUYEHHBbIE aHHBIE K
UCXOJHOMY BHJly, HO3BOJIAIOIIEMY ONPEIECIUTh IPHUHAJIEKHOCTh EPCOHAIBHBIX
JTAHHBIX KOHKPETHOMY CyOBEKTY, YCTPAHUTh AHOHUMHOCTB);

— BO3MOXKHOCTb OO€creueHus 3aJaHHOI0 YPOBHSI aHOHUMHOCTH;

— YBEJHMYCHHE CTOMKOCTH MPU YBEJIWYCHHUU 00BbeMa 00e3TMUNBAEMBIX MIEPCOHATBHBIX
JTAHHBIX (CTOMKOCTh METO/Ia K aTaKkaM Ha MJICHTU(UKALNIO CYObEKTa MePCOHANTbHBIX
JAHHBIX ).

3.4. IlepeueHp JOMKHOCTEH, OTBETCTBEHHBIX 3a IPOBEIECHHUE  MEPONPUATUH  TIO
o0e3nnunBaHui0 00pabaTeiBaeMbIX B JlyMe MEpCOHAIBHBIX NAHHBIX, MPUBEACH B MPUIIOKEHUU 7 K
HACTOAIIEMY PaCIOPSHKEHHUIO.

3.5. PykoBoaurtenu CTPYKTYPHBIX MoApa3IeICHUI HyMbl, HETIOCPEICTBEHHO
OCYILIECTBISIONUINX 00pabOTKy MEePCOHANBHBIX IaHHBIX, COBMECTHO C OTBETCTBEHHBIM 32 OPraHU3AIHI0
00pabOTKH MEePCOHATBHBIX JAHHBIX TOTOBAT MPEAJIOKEHUS 110 00€3IMYNBAHUIO IEPCOHATBHBIX JAHHBIX,
000CHOBaHUE TAKOH HEOOXOTUMOCTH U CIIOCO0 00€3TMINBaHUSI.

3.6. Pemienne o HeoOXOIMMOCTH OO0E3JTMYMBAHUS TEPCOHANBHBIX JIAHHBIX MPUHUMAET
PYKOBOAMTEID amnmaparta 3akoHoaarensHoi J{ymber ToMckoit o6mactu.

3.7. HenocpencTBeHHOe 00€3IMYMBAHME MEPCOHAIBHBIX JAaHHBIX BBIOPAHHBIM CHOCOOOM
MIPOU3BOJIAT TOJKHOCTHBIE JIUI[A, OCYHIECTBIIAIOMINE 00pabOTKY TaKUX JAHHBIX.

3.8. Meroapl o0e3nuyuBaHUs JOKHBI OOeCreunBaTh TpeOyemble CBOMCTBA 00€3IMYCHHBIX
JAHHBIX, COOTBETCTBOBATH MPEIBSABISIEMBbIM TPEOOBAHUAM K UX XapaKTepUCTUKaM (CBOWCTBaM), OBITh
MPAKTUYECKH PEATM3yEMBIMH B PA3IMUHBIX IPOTPAMMHBIX CPEAax M MO3BOJIATH PEIIaTh MOCTaBICHHBIC
3aJ1aul 00pabOTKH MEPCOHANBHBIX JTaHHBIX.

3.9. Meroabl 00e31MYMBaHUS NIEPCOHATBHBIX JTAHHBIX OMNpezAeeHbl npukazoM denepanbHOi
CIIy>kOBI 110 HaJ30py B cdepe CBA3U, HHPOPMALIMOHHBIX TEXHOJIOTHMM U MacCOBBIX KOMMYHMKAI[UN OT
05.09.2013 Ne 996 «O6 yrBepxaeHUM TpeOOBaHMH M METOJOB IO OOE3TMYMBAHUIO NEPCOHANBHBIX
JTaHHBIX .

3.10. K nHaunOosnee mepcneKTUBHBIM U YJOOHBIM JUISl MPAKTUYECKOI'O MPUMEHEHUSI OTHOCSTCS
CJIEYIOIE METO/Ibl 00€3TMUYNBaHUS:

- METOJ| BBEJIEHUS HJIEHTH(PUKATOPOB (3aMeHa YacTU CBEACHUH (3HAUEHHUH MepCOHAIbHBIX
JAHHBIX ) UJIEHTU(PUKATOPAMU C CO3JaHHEM TaOIUIIbI (CIIPAaBOYHHMKA) COOTBETCTBHS UACHTU(DUKATOPOB
WCXOJHBIM JaHHBIM);

- METOJl M3MEHEHHUs COCTaBa WJIM CEMAaHTUKH (yMEHbIIEHUE IepedHsl 00pabaThIBaeMBbIX
MEPCOHANBHBIX JAHHBIX WM TOHIKEHHE TOYHOCTH TMEPCOHANBHBIX JAaHHBIX TIyTeM 3aMEHBI
pe3yibTaTaMu CTaTUCTHIECKON 00pabOTKH, 0000IIEHNUS NN YIAJICHUS YacTH CBEICHHIA,);

- MeTOJ| JeKOMIO3ULUHN (pa3OueHne MHOKeCTBa (MaccuBa) IMEPCOHAIBHBIX JAaHHBIX Ha
HECKOJIBKO TIOJIMHOXKECTB (YacTeil) C IMOCIEAYIOMNUM pa3/ebHbBIM XpaHEHHUEM IMOJMHOKECTB), T.€.
JIefICHHe CBEJCHUH Ha 4YacTh M 00pabOTKa MEpPCOHAIBHBIX JAHHBIX B Pa3HBIX HH()OPMAIIMOHHBIX
crcTeMax NepCOHAIbHBIX JaHHBIX;



- METOJ IepeMEIINBAaHUs (IIEPECTaHOBKA OTAEIBHBIX 3allMCEl, a TaKKe IpyNN 3amuceil B
MacCHBE€ NEPCOHANbHBIX JAHHBIX).

4. TlpaBuiia padoThl ¢ 00e3THYEeHHBIMH MEPCOHATbHBIMHU TAHHBIMH

4.1. OOGe3nUYCHHBIEC MEPCOHATBLHBIC JAHHBIE MOTYT 00padaThIBaThCS C UCTIOIB30BaHUEM U 03
MCIOJIb30BaHUs CPEJICTB aBTOMATU3ALIUH.

4.2. OOe3nMMYCHHBIE TEPCOHAIBHBIC JaHHBIC HE MOMJEKAT PA3TNANICHHIO W HApYIICHUIO
KOH(MUICHIMATBHOCTH, TAKXKe, KaK U UCXOJIHbIEC TaHHBIE.

4.3. Tlpu oOpaboTke 00€3TMUEHHBIX MEPCOHAIBHBIX IAHHBIX C HCIOJIb30BAHUEM CPEICTB
aBTOMAaTH3allMK HEOOXOJUMO PYKOBOJICTBOBAThCsA Hactosummu [IpaBuinamu, a Takke CleIyIOIIUMU
YTBEP)KICHHBIMH BHYTPEHHUMHU OPTaHU3AI[IOHHO-PACHOPSAUTEIbHBIMUA JOKYMEHTaMH:

e [IpaBuia XxpaHeHUS 1 YHUUTOKCHUS IE€PCOHATBHBIX TAaHHBIX;

e [lonoxeHue o pexxume OE30MACHOCTH B MOMELICHUAX, MTPEeIHa3HAUYCHHBIX U151 00pabOTKU H
XpaHEeHHUsI IEPCOHAIBHBIX JTaHHBIX;

e UHCTpyKuus 1O OpraHu3alyy M[apojbHOM  3alIUThl  HH(POPMAIMOHHBIX  CHCTEM
MIEPCOHANBHBIX TaHHBIX;

e lHCTpyKuuss 1O OpraHu3alid aHTUBUPYCHOW 3aIIMTHl MH(QOPMALMOHHBIX CHCTEM
MEPCOHATBHBIX JaHHBIX;

e UHCTpyKuMs 1O  OpraHW3alMd  pPE3EPBHOTO  KOMUPOBAHHUS M  BOCCTAHOBJICHHUS
paboTtocrnocoOHOCTH HHPOPMAITMOHHBIX CUCTEM MEPCOHATIBHBIX JIaHHBIX ;

e MHcTpyKuus no paboTe ¢ J0KaJIbHOM BEIUMCIUTEIbHON CEThIO, 3JIEKTPOHHOM OYTON U CETHIO
«lHTEpHET» HAa aBTOMAaTU3WPOBAaHHBIX pPabOYMX MeECTax B COCTaBe HWH(POPMALMOHHBIX CHCTEM
MIEPCOHANBHBIX TAaHHBIX;

e UHCTpYKIUS COTPYIHUKA, TOMYIIEHHOTO K 00pabO0TKe MEPCOHAIBHBIX TaHHBIX.

4.4, Tlpu o0paboTKe OOC3IMYCHHBIX INEPCOHAIBHBIX JIaHHBIX 0€3 HCIIOJIb30BAaHMS CPEIICTB
aBTOMAaTHU3AIMH HEOOXOIUMO COOII0ICHUE:

e [lpaBwi XpaHeHHS U YHHUTOKCHHS NIEPCOHATBHBIX JaHHBIX;

o [lonoxkeHus o pexxume 0€30MaCHOCTU B MOMEIIECHUSX, TPEeIHA3HAYCHHBIX 11 00pabOTKU U
XpaHeHUs IEPCOHANIbHBIX JaHHbIX;

e UIHCTpYKIUS COTPYIHUKA, TOMYIIEHHOTO K 00pa00TKe MePCOHANBHBIX TaHHBIX.

5. OTBeTCTBEHHOCTH

5.1. JIvua, BUHOBHBIE B HapylUIeHMHM TpeOOBaHUI 3aKOHO/AATENILCTBA B 00JIaCTH 00pabOTKH
MIEPCOHAIBHBIX IAaHHBIX, HECYT OTBETCTBEHHOCTh B COOTBETCTBHH C JCHCTBYIOIIUM 3aKOHOIATEITLCTBOM
Poccuiickoit denepanuu.».



